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Abstract. We present the Bash family of hashing algorithms based on the
sponge paradigm. A core element of this family is the Bash-f sponge function
which refers to the LRX (Logical-Rotation-Xor) class of symmetric cryptographic
schemes. We describe the components of Bash-£f: a nonlinear mapping, linear
diffusion mappings, a permutation of words of a hash state. For each component
we establish reasonable quality criteria aiming to make the choice of components
maximally objective and transparent.
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Bash-f: BapuanT LRX x3m-pyHKoum TUna «ryoka»
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AnHoTtauus. [Ipennaraerca cemelcTBO (QyHKIMI X3mmMpoBaHUs Bash, ocHOBaH-
HBIX Ha KOHCTPYKLHMH «TyOKa». OCHOBHBIM 3JIEMEHTOM 3TOTO CEMEHCTBA SIBIACTCS
¢ynkmsa Bash-£, koropast orHocutcs k LRX (Logical-Rotation-Xor) kmaccy cum-
METPHYHBIX KpHNTOrpadguyeckux anroputmoB. OmnucaHbl KOMIOHEHTH Bash-f:
HEJIMHENHHoe Ipeo0pa3oBaHue, JMHEHHBIE pacceuBaroIIne MpeoOpa3oBaHus, Iepe-
CTaHOBKA BEKTOPOB COCTOSHHS (YHKIIUH. [ Kask70if KOMITIOHEHTHI MBI OIIpEIess-
€M KpHUTEepHUH KauecTBa TakKUM 00pa3oM, YTOOBI 00ecrednTh BO3MOXKHOCTD MAaKCH-
MaJIbHO 00BbEKTHBHOTO M MPO3PayHOro BEIOOpa KOMITOHEHT.

KuroueBble ciioBa: xami-GpyHKIMS, KOHCTPYKIusA «rydka», LRX, S-0i0k, TexHHKa
ourcaiic
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