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Abstract. In this article we present a new authenticated encryption mode for
arbitrary block cipher. This mode is a combination of well known XEX (Xor-
Encryption-Xor) mechanism used in XTS encryption mode and universal hash
function with predetermined properties from special class of functions. The bit
length of authentication code being twice as much as the length of a cipher block
is an important feature of our mode. The other important feature is the possibility
of parallel implementation. The description, some security considerations and
aspects of practical implementation are supplied.
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HoBblil pe:kum ayTeHTH(GUIIEPOBAHHOTO M (QPOBaHUS
JJISl IPOM3BOJIBHOTO 0JIOYHOTO mMHUdpa HA OCHOBE YHUBEPCAJIbHOM
GyHKUMH X3IIMPOBAHUSA

A.1O. Hectepenko

Hayuonansuwiii uccnedosamenvckuii ynusepcumem «Buvicwas wikona skonomuxuy, Mockea

AnHoTanus. B paboTe npeanaraeTcst HOBBIN PEXUM ayTEHTH(OUITUPOBAHHOTO IIIU-
(hpoBaHUS, KOTOPHIN SBISETCS KOMOWHAITMEH XOpOIIO HM3BeCTHOTo pexnma XEX
(Xor-Encryption-Xor) u yHUBEpCalTbHOM (QYHKIMHM XJIIUPOBAHHSA C 3aJaHHBIMH
CBOWCTBAMH U3 CIICIUAILHOTO Kiiacca. BakHOW 0COOCHHOCTBIO JTAHHOTO PEeKUMa
SIBIISIETCSI TOT (DaKT, YTO JJIMHA KOJla ayTeHTU(UKAIMH B JIBa pa3a IPEBOCXOIUT JJTH-
HY BXOJHOTO 0JIOKa HCIIONb3yeMoro mudpa. pyroit BaxHONH 0COOEHHOCTBIO SBIIS-
€TCsI BO3MOXKHOCTD pacliapajuieNiBaHus. B paboTe mpuBOAATCS OMUCaHNE peKuMa,
000CHOBaHME €T0 OE30MMACHOCTH U PacCMATPUBAIOTCS BOIPOCH IPAKTUICCKON pea-
JI3alUU.

KnroueBble cioBa: ayreHTHQUIMpOBaHHOE mHdpoBanue, OIOYHBIA mHUdp, yHU-
BepcanbHask QyHKIUS X3IIUPOBAHUS
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